
Firewall Whitelisting Requirements 

If your organization uses secure firewall systems, your network administrator may need to 
allow the following domains through the firewall to ensure that the Agents of Discovery 
platform operates as intended. Please contact Agents of Discovery support if you require 
any assistance with the whitelisting procedure. 
Platform Domains 

● mm.agentsofdiscovery.com 

● mm-production-elb-1049360428.us-west-2.elb.amazonaws.com 

External Domains 
● media.eol.org 

● fonts.googleapis.com 

● fonts.gstatic.com 

● khms0.googleapis.com 

● khms1.googleapis.com 

● www.google-analytics.com 

● maps.googleapis.com 

● maps.gstatic.com 

● aod.zendesk.com 

● ekr.zdassets.com 

● static.zdassets.com 

● us46.zopim.com 

● v2.zopim.com 

● D2yyd1h5u9mauk.cloudfront.net 

Mobile App Stores 
● Google Play Store - 

https://play.google.com/store/apps/details?id=com.mstar.aod&hl=en 

● iOS App Store - 
https://itunes.apple.com/ca/app/agents-of-discovery/id986188357?mt=8 

Note: All domains should be allowed on ports 80 and 443. 
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